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Internet-wide Scanning
● Scanning : 

○ Vulnerabilities 

■ DNS 

○ Malicious behaviour or malware
■ Cryptojacking, hacked websites

○ Honeypots
■ Elastichoney   193.110.211.14 -> Genel Kurmay Baskanligi



Zone Poisoning Vulnerability
● Cause: nameservers configured to allow non-secure 

dynamic updates.

● Anyone can manipulate DNS entries with single packet.

● Consequences: running fake website/mail server for 
phishing or espionage purposes.



Zone Poisoning Vulnerability



Notifications
● All notified groups 

did better than the 
control group.

● Still, overall 
remediation rates 
were low.



Does it help to demonstrate the vulnerability?

● Short answer: no.



Thank you for listening!
● More info : Orcun.Cetin@sabanciuniv.edu

● More info on underlying study:

○ Cetin, O., Ganan, C., Korczynski, M., & van Eeten, M. 
(2017, June). Make notifications great again: learning 
how to notify in the age of large-scale vulnerability 
scanning. In Workshop on the Economy of Information 
Security.
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